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Abstract

Honesty is highly valued across societies. Communicating in truthful ways is widely seen as moral and desired across inter-
personal relationships. Despite the value societies place on honesty, there are personal and social factors that often inhibit
truthful communication and its potential benefits. In the current paper, we describe the implications of honesty for policy in
three key domains: in interpersonal and group relationships, within healthcare settings between patients and providers, and in
broader online settings. We highlight honesty as an interpersonal communication process focused on sharing the truth and
fostering its understanding in others. We further draw on insights on the personal and social factors that motivate people to
communicate honestly, or not, and the associated costs and benefits of doing so. Anchoring on key theories and findings
related to honesty, we highlight how truthful communication may have important policy implications for individuals, relation-

ships, and society.
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Being honest is valued but can be difficult to do. How are
people to navigate the potential costs, but desired benefits,
of honesty? In the current paper, we highlight research that
can inform policy in ways that harness the benefits, and mit-
igate the costs, of honesty for individuals, relationships, and
broader society.

Key Points

e In the current paper, we describe the promise and pit-
falls of honesty in three key domains: within interper-
sonal and intergroup relations, between patients and
practitioners, and within broader online interactions.

e Within close relationships and between groups,
emphasizing that honesty is largely beneficial for the
self and other can maximize communication and
uptake of truthful information. While there are times
when white lies can serve a purpose, sharing the
truth is generally less harmful than we believe it will
be.

e In healthcare, honesty as an interpersonal communica-
tion process between practitioners and patients is
essential for effective treatment. Practitioner honesty
facilitates patient decision-making; patient honesty
promotes informed treatment from practitioners.
Honest lines of communication are rooted in building
a foundation of trust in managing health.

e Honesty and truth are becoming increasingly difficult
to discern online. Misinformation is rampant, and
deception and fraud have become normative, posing
serious challenges to governments and societies.
Policy recommendations for such emerging and per-
vasive dishonesty are challenging to recommend
beyond encouraging regulatory guardrails in online
spaces. To the extent possible, identifying and penal-
izing the spread of false information can protect the
integrity of truthful information online.

Honesty—or sharing truthful information, while abstaining
from lying, deception, and omissions of information
(Miller, 2021; Reynolds et al., 2025; Shalvi et al., 2025)—
is highly valued in our relationships and across societies
(Anderson, 1968; Chandler, 2018). Honesty can be expressed
consistently across contexts at the enduring trait level and
also as behaviors that can vary based on situations
(Reynolds et al., 2025). Honesty can be seen as an interper-
sonal communication process in which one person shares
the truth while also working to foster an understanding of
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the truth in others (Cooper et al., 2023; Fritz, 2020). In the
current paper, after detailing how honest communication
can be promoted, we describe the policy implications of
honesty in three domains: in interpersonal and intergroup
relations, in healthcare settings, and in broader online interac-
tions, including those between individuals and artificial intel-
ligence (Al).

Research has shown that people are generally honest, with
deviations from honesty generally being relatively benign or
motivated by ostensibly good intentions (e.g., sparing feel-
ings) (DePaulo et al., 1996; Shalvi et al.,, 2025). While
people are generally honest, there are several factors that
may encourage or discourage honesty in their daily life, rela-
tionships, and in online spaces. One primary personal
concern people consider when being honest is how sharing
the truth may shape others’ perceptions of them. People are
often most inclined to be honest when doing so maintains
or promotes a positive self-image (Shalvi et al., 2025).
Similarly, experimental work has indicated that people are
more inclined to be honest when doing so is self-serving or
personally beneficial (Levine & Munguia Gomez, 2020).

In addition to egocentric concerns, people often consider
whether honesty will help or harm others or society. For
example, when people lie in their relationships, they often
do so for prosocial reasons, such as to avoid hurting others’
feelings (DePaulo et al., 1996; Levine et al., 2020). This
raises a trade-off individuals often consider between the
harm honest information may incur relative to its benefits, par-
ticularly when sharing negative information (Levine et al.,
2020). Across several studies, people were generally cautious
about sharing truthful negative information, overestimating
how much recipients of honesty will be hurt by the truth,
which in turn can decrease willingness to be honest
(Levine & Cohen, 2018). For instance, people are reluctant
to share negative news or feedback, including with close
others and in organizational settings. Despite this, sharing
honest messages, especially when doing so in ways that
facilitate receptivity from recipients, can promote social
connection and recipient growth (Fulham et al., 2022;
Levine & Cohen, 2018; Levine et al., 2020). Thus, people
are most motivated to be truthful when doing so preserves
or promotes their relationships.

The outcomes of being honest can either promote or
hinder personal and relationship outcomes (Le et al., 2022).
While empirical work on the outcomes of being honest is
still burgeoning, much of the existing findings have pointed
to the benefits of being honest. For instance, honesty has
been linked to greater personal well-being and health
(Allan & Alba-Fisch, 2015; Weziak-Bialowolska et al.,
2021). Of course, being honest is not always beneficial. In
times when being truthful has personal costs, such as when
sharing information that others do not want shared (e.g.,
whistleblowing), people may experience stress and strain
relationships with those who do not want truthful information
to be shared (Johnson, 2003; Park & Lewis, 2018).

Relationally, honesty has also been found to largely be
associated with benefits. Honesty can build trust and intimacy
with others (LaFollette & Graham, 1986). This is true not only
when people express themselves honestly, but also when
people see their friends and partners as honest (Le et al.,
2025; Thielmann et al., 2017). Although people are hesitant
to be truthful about negative information, research has consis-
tently found that sharing the truth—even when it may hurt—is
received more positively than expected and strengthens rela-
tional ties (Le et al., 2025; Levine & Cohen, 2018; Levine
etal., 2020). For example, honesty in daily social interactions,
such as having difficult conversations with close relationship
partners and providing negative feedback in organizational
contexts—especially in ways that facilitate recipient receptiv-
ity—increases social connection, relationship satisfaction, and
recipient growth (Fulhametal.,2022; Le etal., 2025; Levine &
Cohen, 2018; Levine et al., 2020). However, honesty isn’t
overwhelmingly or homogenously good. When honesty
causes unnecessary harm to others (i.e., telling someone you
do not like the gift they got you or that their cooking is bad),
this can undermine relationships and well-being; here, proso-
cial lies may have value and function in preserving relation-
ships (Levine & Lupoli, 2022; Levine et al., 2020).

The varied contexts in which honesty is expressed versus
not may make it challenging to discern who is being honest
and what information is truthful. Research has indicated
that there is little agreement among friends about who is
honest (Yang et al., 2025). This is perhaps unsurprising
given consistent evidence indicating the difficulty of detect-
ing lies (Brennen & Magnussen, 2023). Further compound-
ing the challenge of discerning honesty, expressions of
honesty can entail truthful sharing of information that is col-
lectively agreed upon (i.e., scientific facts) or relatively idio-
syncratic (i.e., personal feelings) (Le et al., 2025). While
accurately discerning honesty is challenging, expressions
and perceptions of honesty—regardless of whether these per-
ceptions are grounded in reality—can support satisfying rela-
tionships (Le et al., 2025). Thus, while accurate perceptions
of honesty are difficult to cultivate, when expressed under
appropriate contexts, honesty still holds promise for personal
and relationship well-being.

Altogether, we can think of honesty as an interpersonal
communication process that emphasizes sharing the truth
and fostering truthful understanding in others (Cooper
et al., 2023). Being honest can be hard—there are personal
image concerns involved in being honest as well as social
concerns of hurting others when sharing undesirable informa-
tion (Levine et al., 2020; Shalvi et al., 2025). Research has
largely indicated that honesty benefits personal and interper-
sonal health and well-being (Le et al., 2022). However, there
are important contexts in which honesty can backfire, such as
when sharing private or unnecessarily hurtful information
(Levine et al., 2020; Park & Lewis, 2018). Despite its
costs, honesty is generally valued, although discerning the
truth in others is challenging (Yang et al., 2025).
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Although much psychological research has focused on the
individual and relational considerations of honesty, there are
also several imperatives concerning honesty that have impli-
cations for the functioning of organizations and societies.
These considerations emerge either through the establish-
ment of norms around honesty, the emergence of technolo-
gies that shape communication and opportunities to share
the truth, or even the ways that individual and relational pro-
cesses trickle up to shape social and public institutions. More
broadly, integrating across current findings about honesty,
several insights arise that may help us harness the benefits,
and mitigate the costs, of honesty at the individual, relational,
and societal level. In the sections that follow, we focus on
three domains: interpersonal and intergroup relationships,
healthcare settings between patients and practitioners, and
online spaces between individuals and Al

Honesty in Interpersonal and Group
Relationships

Some of the clearest implications of honesty lie in how truth-
telling affects other people. Capitalizing on the ways honesty
can be an interpersonal communication strategy (Cooper
et al., 2023; Fritz, 2020), people weigh several considerations
to determine whether they ought to be honest with others. As
previously discussed, people want to see themselves and be
seen by others in a positive light (Swann et al., 1992). In
this way, honesty is one of the most valued characteristics
in choosing friends and romantic partners (Anderson, 1968;
Chandler, 2018). Even a modest admission that lying is occa-
sionally acceptable is met with greater punishment than the
consistent statement that honesty is always the best policy,
even if one does not abide by the saying (Huppert et al.,
2023). Yet at the same time, another perspective is that stra-
tegic acts of deception are okay to use to avoid conflict—and
that these acts promote relationship stability without consti-
tuting a violation of moral norms (Balliet & Van Lange,
2013; Shalvi et al., 2025).

This perspective presents an uncomfortable possibility—
that navigating social relationships in occasionally dishonest
ways might benefit relationships, if it is motivated by osten-
sibly “right” reasons (e.g., sparing others’ feelings, avoiding
conflict). Although a tempting possibility, being dishonest,
even with good intent, is misaligned with what people say
they want from relationship partners, with how relationship
partners actually respond to uncomfortable truths, and the
extent to which both people benefit from honesty. For
example, given that people value honesty in others and
want to be seen as honest (Chandler, 2018), the tendency
to lie to avoid uncomfortable situations or to smooth over
conflict might be misplaced. In a series of laboratory and
field studies, Levine and Cohen (2018) show that people
directed to be honest underestimate how pleasurable, socially
connecting, and even benign being honest feels (compared to

being kind). Indeed, the fear of aversive conversations and
the desire to avoid hurting other people’s feelings are some
of the main reasons why people don’t even start these diffi-
cult conversations or lie when these conversations do
happen (Levine et al., 2025). Thus, it may not be necessary
to avoid the truth or assume that the truth will hurt,
because it might not (Levine & Cohen, 2018), and close
others want the truth anyway (Reynolds et al., 2025).

That is not to say that telling the truth in relationships and
groups is not difficult or that there are never negative conse-
quences (e.g., for whistleblowers; Johnson, 2003). But the
benefits for relationships and groups may still outweigh the
costs. Honesty can shine a light on unspoken truths or injus-
tices, correct a wayward path to encourage success, build
trust and intimacy between people, and correct misconcep-
tions that lead to disastrous consequences. But how does
one do this in the context of relationships and groups? A
recent model proposed by Levine and colleagues (2025) sug-
gests that focusing on making honesty salient and normal,
encouraging reflection to avoid self-interested biases, instill-
ing accountability and transparency, and privileging integrity
so as to not be compromised by a myopic focus on perfor-
mance are important places to start. These efforts and the
honest communication they foster encourage personal
growth and improvement for everyone involved. It helps
people maintain the integrity they so often seek, build trust,
reduce stress, and motivate further prosociality (Bellucci &
Park, 2020; Levine et al., 2025; ten Brinke et al., 2015;
Weziak-Bialowolska et al., 2021). Thus, honesty may gener-
ate unpleasant feelings. However, therein also lies the solu-
tion—that honesty and authenticity in the short run might
resolve more conflict than it creates in the long run.

Being dishonest in interpersonal contexts has many policy
and practical implications—it can compromise people’s rela-
tionships, sow discord in groups and organizations, and cul-
tivate a cynical culture in society. Unlike other settings (see
below), few actionable policy recommendations can be
implemented at a societal level. Passing a law saying you
cannot lie to friends or having governments or organizations
incentivize honesty with spouses and coworkers doesn’t
make sense and is unlikely to be unsuccessful. But what
can individuals do to encourage honesty in interpersonal
and group settings? Increasing honesty in interpersonal rela-
tionships might be one of the more manageable contexts for
interventions. There is a substantial literature on individual-
level interventions to encourage honesty that provides some
actionable recommendations people can implement in the
relationships and groups in which they find themselves
(Hertwig & Mazar, 2022). These interventions include
nudges (subtle behavioral interventions to drive decisions),
economic frameworks (evaluating cost-benefit calculations),
and targeting internal rewards (focusing on the psychological
or moral costs and benefits). Nudge interventions might
be something like making the honest option a default or
auto-verify information. Economic interventions might be
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something like levying a financial penalty for dishonesty
(making consequences of lying more transparent). Internal
reward interventions might be to have people make honesty
pledges or invoking identity considerations (e.g., framing
actions about being an honest person rather than merely
telling people that dishonesty is wrong).

But what does this look like in interpersonal and group
contexts? For nudges, honesty cues (e.g., “Can we try to be
honest and open with each other?”’) and setting norms (e.g.,
“Team members tend to give straightforward feedback
because it helps everyone connect better, sets expectations,
and keeps us on the same page.”) might disabuse people of
the misperception that honesty is something to be avoided
lest people’s feelings are hurt. Given the social transmission
of honesty norms (Mann et al., 2014), intervening at the
relationship-level might be more effective than appealing to
solely individual-level motivations. For economic interven-
tions, making salient the social costs of dishonesty would
also likely help, such as when a business partner links
honesty to trustworthiness and closeness or how when
people’s social networks overlap to a greater degree, lies
are ecasily traceable and policed (Brass et al., 1998).
Appealing to internal rewards in an interpersonal context
might also be effective. For example, close others often
share an identity and increasingly consider themselves to
be a shared unit with similar values (Emery et al., 2025). If
people in relationships have a sense of who they are (i.e., self-
concept clarity), defining their relational identity on a founda-
tion of honesty, making commitments to be honest, and
having shared relational cues toward honesty would likely
result in increased honesty with both each other and people
outside the relationship.

Although these are just examples of potential recommen-
dations for increasing honesty interpersonally, these and
other efforts should target the reasons why people tend to
be dishonest. Open disclosure through explicit agreements,
reminding others of the benefits and preferences for
honesty, institutionalizing honesty (e.g., establishing a
default norm of honesty), and reducing barriers to honesty
(e.g., by making it seem less evaluative or harmful) could col-
lectively address the interpersonal barriers to being honest.
Ultimately, in all of these recommendations, the onus typi-
cally falls on individuals to enact honest behavior, set
honesty norms, or to make explicit the consequences of dis-
honesty. However, given the interdependence and social
transmission of honest behavior, it might also be particularly
effective at encouraging honest behavior.

Honesty in Healthcare Settings

In modern medicine, honesty is seen as a character virtue that
is central to being a good and responsible physician, rooted in
the key principle of “doing no harm” (Gold, 2004; Pellegrino,
2002). While most physicians endorse honesty to their
patients, being fully honest is often difficult to do.

Consistent with the psychological literature, egocentric con-
cerns influence practitioner honesty. For example, speaking
up about the truth may compromise the perceived or felt com-
petence of a practitioner, such as when disclosing a mistake
to one’s medical team. Being honest can also create tension
in medical teams working under high pressure, such as
when calling out another person’s error (Szymczak, 2016).
Nevertheless, honesty about medical errors can guard
against legal actions such as malpractice (Jotkowitz et al.,
2006). There are also practical constraints to being honest.
Practitioners are often under immense time pressure—inhib-
iting their ability to get into nuanced and detailed information
about the truth (Mohammed, 2005). Further, medical assess-
ments are not always definitive. This ambiguity can lead to
avoidance of honesty or endorsement of benevolent decep-
tion (Hart, 2022; Mohammed, 2005).

While there are some personal (i.e., competence) and prac-
tical (i.e., time) concerns with being honest, practitioners pri-
marily weigh patient welfare. Such concerns align with the
idea that prosocial motivations often underlie dishonesty. In
their focus on preventing harm for their patients, practitioners
may at times engage in “benevolent deception,” or withhold-
ing or obscuring truthful information from patients (Farber,
2020; Hart, 2022). Withholding truth may psychologically
(but not ethically) absolve practitioners of causing patient
distress, suffering, or extinguishing hope when sharing a neg-
ative or terminal diagnosis or prognosis (Gold, 2004; Huddle,
2012; Jotkowitz et al., 2006). Despite concerns that the truth
may harm patients, little work suggests this is the case
(Jotkowitz et al., 2006). While research is limited, sharing
important health information has been found to promote
some benefits, including greater trust from patients and in
the healthcare system and foster more positive relationships
among patients, relatives, and staff (Centeno-Cortés &
Nuiiez-Olarte, 1994). This is consistent with aforementioned
work that honestly sharing negative information is not as
harmful as people think (Levine & Cohen, 2018; Levine
et al.,, 2020). While this research was not conducted in
health settings, it dovetails with arguments that sharing the
truth with patients can support their autonomy to make
better decisions, thereby supporting their health (Gold,
2004; Hart, 2022). Thus, while practitioners have historically
been concerned about harming patients by sharing truthful
information, evidence suggests that the benefits may out-
weigh the risks of doing so.

Nonetheless, dishonesty can persist in the healthcare
domain, especially in situations where the utility of health
information is ambiguous. One complex domain in which
prosocial lies have a place concerns patients whose cognitive
functioning is compromised. In these cases, honest commu-
nication may not be comprehensible, ineffective, or might
even make matters worse if there is no actionable guidance.
Dishonesty with such patients might include telling white
lies, withholding the truth, subtle guidance or misdirection,
and going along with a patient’s misperceptions. Some
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caregivers characterize these lies as sometimes being positive
or at least permissible given the challenges they face (Elvish
et al.,, 2010). There is evidence that therapeutic lying may
reduce symptoms and the use of restraints related to demen-
tia, but more research is needed to clarify whether dishonesty
in this context is indeed more beneficial than harmful
(Jotkowitz et al., 2006). Thus, while honesty by practitioners
has been increasingly endorsed as a best practice, there are
contexts in which dishonesty can, debatably, be acceptable.

Honesty about health information works both ways. In
medical assessments, practitioners often rely on patients to
share important information about their habits, behaviors,
and symptoms. Despite the importance of accurate informa-
tion for practitioners, individuals may be reluctant to share
information due to personal concerns (e.g., embarrassment,
non-compliance with prior recommendations). While
patients tend to be more honest than not, upwards of 90%
of patients have reported being dishonest at some point
with their practitioner (Farber, 2020), such as about informa-
tion they feel ashamed to share (e.g., substance abuse) or out
of concern about reactions or consequences (e.g., for suicidal
thoughts). While patients believe these lies may help them
feel better, it often prompts them to feel worse over time
(Farber, 2020). Additionally, patient dishonesty may com-
promise a practitioner’s ability to optimally support patient
health. In one study, it has been found that clinicians detected
hidden clients feelings less than half of the time and only
detected patient lies 9% of the time (Hill et al., 2001).
Thus, administering treatment with selective or incorrect
information is a challenge faced by practitioners.

Facilitating honesty interpersonally in the medical field
requires sensitivity and compassion from practitioners and
directly consulting patients on how much of the truth they
want to know (Jotkowitz et al., 2006). This can be especially
important when considering the cultural diversity of patients.
North Americans prefer honesty from their practitioners to
make autonomous decisions. However, in China, both physi-
cians and patients prefer family members be the primary
decision-makers about health (Jotkowitz et al., 2006). Thus,
practitioners should aim for truth-telling to be a dialogue.
Doing so allows practitioners to maintain honesty while
being sensitive to patients’ unique preferences and the cul-
tural context. Specifically, through this dialogue, practition-
ers can align the information they share with patients’
individualized desires for how much of the truth they seek
to know and feel they can manage. Ultimately, these efforts
may promote patients’ autonomy and therapeutic efficacy
(Gold, 2004; Jotkowitz et al., 2006).

Given the interplay between practitioners, patients, and
the broader medical, cultural, and legal environment, policies
surrounding honesty in the medical setting should consider all
of these factors. In the United States, there are legal require-
ments in many states requiring full disclosure from practition-
ers, which ultimately facilitates practitioner honesty and
penalizes dishonesty (i.e., malpractice) (Jotkowitz et al.,

2006). These policies align with the broader movement in
the medical field to promote full disclosure. Nonetheless, pol-
icies concerning honesty in the medical setting could benefit
from weighing patient perspectives: patient desire to know
the truth, the patient’s capacity to comprehend the truth, and
cultural preferences for truth disclosure. In other words,
there are important nuances that can and should shape practi-
tioners’ full disclosure of patient health information, and poli-
cies surrounding practitioner honesty should weigh these
nuances in guiding recommendations for when practitioners
share the truth, how much of the truth they share, and over
what time frame they share the truth.

Policy considerations have focused primarily on practi-
tioners, but of course, patient honesty can be crucial for prac-
titioners to support optimal health outcomes. But much like
in the realm of interpersonal relationships more broadly,
enforcing honesty on behalf of patients may be most effective
through individual nudges (i.e., emphasizing honesty as nor-
mative and often more beneficial than costly) versus through
the use of stringent policy recommendations. Given the sen-
sitive and private nature of health histories and behaviors,
intervening in ways that encourage patients to willfully and
consensually provide important health information could be
a promising step in encouraging patient honesty. Finally, cre-
ating trusting relationships between practitioners and patients
is also essential (Farber, 2020), and this can include practi-
tioners being clear about their privacy policies and how
patient information will be used in their treatment.

Honesty in Online Communication and
with Artificial Intelligent Agents

Online contexts somewhat resemble interpersonal settings
but introduce many additional considerations less relevant
to those contexts. Here we discuss two important characteris-
tics of online contexts: (1) online communication introduces
more opportunities and motives to behave dishonestly and (2)
the integration of Al in online communication and informa-
tion consumption may also lead people astray by providing
incomplete information or obsequious answers, while also
occasionally providing several benefits to combat
misinformation.

Establishing a culture and norm of honesty is difficult in
offline settings, even when people know each other, are
invested in relationships, when they want to be honest, and
with clear accountability and punishment of dishonesty
(Huppert et al., 2023). One might assume that, because
online interactions are less psychologically rich than
in-person interactions, people may be more likely to disclose
truths and vulnerabilities (Carbone & Loewenstein, 2023).
But some evidence suggests that online contexts may
reduce inhibition and enable dishonest behavior (Hancock
& Toma, 2009; Suler, 2004). Although there are contexts
in which honesty can be either enhanced or diminished
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online, it is likely the case that the consequences of dishon-
esty may be occasionally worse online than in face-to-face
interactions given the scope and reach of large online ecosys-
tems. For example, approximately 20-30% of U.S. adults
have lost some amount of money in online scams or fallen
victim to online financial fraud or cybercrime (Global
Anti-Scam Alliance, 2025; Newall, 2023) and 73% of U.S.
adults have experienced some kind of online scam or attack
(Gottfried et al., 2025). Nearly 60% of adults worldwide
have experienced some type of online scam (Global
Anti-Scam Alliance, 2025). Among the nearly $13 billion
lost to fraud in 2024, imposter scams (where people lie
about their identity and intentions) accounted for nearly $3
billion (Federal Trade Commission, 2025). All told, the
costs of dishonesty in online settings can be devastating for
people and society.

The introduction of Al helps make dishonest actors more
effective, particularly when it comes to personalization of
communication, selective information presented, or even
suppressing factual and truthful information. For example,
Al-generated phishing emails have effectiveness rates that
are comparable to human-generated emails, although the
scale of Al-generated capabilities is much larger (Heiding
et al., 2024). Some of the most glaring examples of AI mim-
icking some of the aforementioned interpersonal processes
(e.g., lying to maintain relational harmony) are scenarios in
which Al chatbots and large language models (LLMs)
provide obsequious answers that compliment users to
encourage them to continue to communicate at the expense
of the truth (Bo et al., 2025). The authoritative nature of
LLM responses also provides a sense of truth-telling given
their leveraging of large amounts of information, and
people rely on conversational agents as though they were
human relational partners with benevolent motives (Glikson
& Woolley, 2020; Logg et al., 2019). Further, exposure to
Al-generated material also leads to distrust in traditional
media sources given that the former could challenge misin-
formation (Vaccari & Chadwick, 2020). Without clear regu-
latory guardrails or insights into how LLMs verify the
accuracy of content, ensuring that people are provided with
truthful information will prove challenging. In guiding
policy-level interventions, it is useful to focus on how
people use and perceive Al. For example, most trust
LLM-based chatbots with practical tasks but not health and
political information (Presiado et al., 2024). This likely
stems how easily LLMs to produce misinformation—one
explanation for the occasional low accuracy rates (Su et al.,
2025). Lawmakers have only recently evaluated Al and mis-
information, motivating efforts to police accuracy and protect
consumers (U.S. House Committee on Financial Services,
2025; Zakrzewski, 2023). These discussions recommend
reminding people to question Al-generated content, making
transparent how LLM chatbots are trained, building user-
or system-generated ways to correct information, requiring
benchmarks for accuracy and truthfulness, and conducting

audits of these systems. Admittedly, it is unclear which pol-
icies are most effective in this space. Although models and
studies provide potential guidance to encourage honesty
among humans (and guidance about being critical consumers
of online content) (Levine et al., 2025; Presiado et al., 2024),
emerging work in the decades to come will hopefully provide
actionable solutions to navigate online spaces with Al agents
and capabilities that are still being developed.

In many ways, encouraging honesty in online settings, in
terms of discouraging lying by perpetrators (and increasing
skepticism among potential victims), requires different inter-
vention techniques and recommendations. The recommenda-
tions for evaluating the truthfulness of LLM chatbots and
Al-generated content, although largely untested, provide
some guidance for how countries and organizations can cal-
ibrate their interventions to the mode of interpersonal com-
munication at the system-level (in the case of Al) and at
the individual or interpersonal-level (in the case of human
interactions). What does policy look like in online spaces
more generally? It can be difficult to discourage lying
among people willing to orchestrate online scams that
target vulnerable people. However, potential strategies to dis-
courage online lying include reducing psychological distance
(by reminding scammers of the toll and suffering their efforts
have on real people) to humanize potential victims (Levine
et al., 2025), making norms more salient through transform-
ing online spaces to punish dishonesty (Tenbrunsel &
Messick, 2004), and implementing systems that enhance
transparency and accountability (Federal Bureau of
Investigation, 2024). Such systematic interventions have
shown promising results in reducing scams in the context
of mobile dating apps (Kelly & Lung, 2025).

Many recommendations also exist for helping people
avoid being duped by dishonesty found online, but they are
beyond the scope of this article (e.g., teaching people about
manipulation tactics, increasing situational awareness,
seeking out disconfirming information) (Button & Cross,
2017; Wineburg & McGrew, 2019). Although practical and
policy recommendations for navigating interpersonal and
healthcare settings have been discussed and studied for
many years, there is comparatively less work on online and
Al-related spaces. These spaces may prove to be more chal-
lenging to intervene in to increase honesty, but there are
likely a few strategies that could mitigate the risk and conse-
quences of online dishonesty.

Conclusion

The challenge of honesty has major implications for people’s
and society’s health and happiness in the immediate and far-
reaching future. Moving forward, policy targeted at the per-
sonal, relational, organizational, and virtual levels will
benefit from promoting behaviors and systems that encour-
age truthful information while also confronting the challeng-
ing contexts in which deviations of honesty may be
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appropriate. In the latter case, clearly defining when honesty
may cause real harm will be important to clarify and build
into policy. Taken together, these steps may help us
harness the benefits and mitigate the costs of sharing and
receiving the truth.
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